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Service and Support by HKCERT 

Monitoring Education and Technical Advice Research and Insights 

• Collect and Analyse Attack 
Patterns 

• Provide Early Information 
Security Alerts

• 24-hours Free Incident Report Hotline 
(8105-6060)

• Organise Free Seminars and Briefings

• Collaborate with Local Industry,
Government Agencies, and Global CERTs

• Offer Best Practice and 
Guideline

• Provide Online Cyber 
Security Self-Assessment Tool
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2 What is Web 3.0?
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Key Differences in Web 3.0

Source: https://www.theinsaneapp.com/2022/08/web3.html
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Example of Apps Leveraging Web 3.0 Technology

Source: https://anric.blatt.com/blockchain/the-emergence-of-apps-based-on-blockchain-web-3-0/
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Technology Landscape in Web 3.0

Source: https://www.netsolutions.com/insights/what-is-web-3-0-why-does-it-matter/
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Web 3.0 Hype Cycle

Source: https://www.gartner.com/en/newsroom/press-releases/2022-08-30-metaverse-web3-and-crypto-separating-blockchain-hype-from-reality
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The Basic Concept of Blockchain

Source: https://www.researchgate.net/figure/Two-examples-of-ledgers-a-centralized-and-a-distributed-one-From-10ZTalk_fig1_334626679

• Blockchain works as 
Distributed Ledger

• Not central authority 
architecture

• Validity of 
transaction is 
verified and 
censored by peer 
node



11

Use Case of Blockchain

Source: https://www.blockm3.com/en/certinchain/
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Top Blockchain Platforms

Source: https://ekoios.vn/top-10-blockchain-platforms-of-2020-and-their-applications
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The Basic Concept of Smart Contract

Source: https://www.nicepng.com/ourpic/u2w7y3t4w7a9e6i1_smart-contracts-in-insurance-policies-history-of-smart/
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Smart Contract in Real Life Example

Source: https://twitter.com/ETHKL1/status/1384504003434668036/photo/1
https://ethereum.org/en/developers/docs/smart-contracts/
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User Identity in Web 3.0

Source: https://auth0.com/blog/identity-and-web3/

• Crypto wallet is the 
only key representing 
your identity and to 
access what you own 
in Web 3.0

• Crypto wallet 
contains private key 
which is stored in 
Wallet Apps (Hot 
wallet) or dedicated 
hardware (Cold 
wallet)
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Quick Summary on Web 3.0 

• Built on blockchain technology

• Decentralized rather than centralized authorities.

• Smart Contract is a program triggered automatically 
when it meets certain condition in the blockchain

• Users authenticate by crypto wallet

• Ownership of digital asset can be stored and verified in 
blockchain 
(e.g. Cryptocurrency, NFT, digital asset in metaverse)
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2 Cyber Attacks in Web 3.0
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Statistics on Crypto Hacks

Source: https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hacking/
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Attacks on Crypto Wallet: Fake or Fraudulent Apps

Source: https://www.cnet.com/personal-finance/crypto/fbi-warns-fake-cryptocurrency-apps-are-defrauding-investors/
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Attacks on Crypto Wallet: Vulnerability in Wallet Apps

Source: https://www.bleepingcomputer.com/news/security/coinbase-wallet-red-pill-flaw-allowed-attacks-to-evade-detection/

“…vulnerable to a new attack that allows smart contracts to 
hide malicious behavior during transaction simulations. ”

“…This attack is conducted by filling variables in a smart 
contract with "safe" data during simulations and then 
swapping it with "malicious" data during a live 
transaction.”
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Attacks on Crypto Wallet: Phishing Attack

Source: https://blockworks.co/news/metamask-issues-warning-following-icloud-phishing-scam

“If your password isn’t strong enough and 
someone phishes your iCloud credentials, this 
can mean stolen funds,” MetaMask tweeted.

“The DeFi wallet provider said Sunday users who 
have iCloud enabled for iPhone application data 
were susceptible to hackers because the backups 
include their password-encrypted MetaMask
vault.”
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Other Forms of Attacks on Crypto Wallet

Source: https://www.hk01.com/%E7%AA%81%E7%99%BC/853038/%E8%8D%94%E6%9E%9D%E8%A7%92%E8%99%9B%E6%93%AC%E8%B2%A8%E5%B9%A3%E5%8A%AB%E6%A1%88-
21%E6%AD%B2%E7%94%B7%E9%81%AD%E6%8B%B3%E6%89%93-%E8%A2%AB%E5%8A%ABusb%E8%BC%89%E5%83%B9%E5%80%BC-15%E8%90%AC%E6%B3%B0%E7%89%B9%E5%B9%A3
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AI Assisted Cyber Attacks on the Rise

Source: https://www.vice.com/en/article/dy7axa/how-i-broke-into-a-bank-account-with-an-ai-generated-voice
https://www.darkreading.com/threat-intelligence/chatgpt-could-create-polymorphic-malware-researchers-warn
https://arstechnica.com/information-technology/2023/03/the-power-of-ai-compels-you-to-believe-this-fake-image-of-pope-in-a-puffy-coat/
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AI Assisted Cyber Attacks on the Rise

Source: https://edition.cnn.com/videos/business/2021/03/02/tom-cruise-tiktok-deepfake-orig.cnn-business
https://www.businessleader.co.uk/ai-start-up-behind-tom-cruise-deepfakes-raises-7-5m-to-build-out-hyperreal-metaverse-experiences/
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Exploiting Vulnerabilities in Blockchain Bridge: Binance

Source: https://securereading.com/crypto-hack-570-million-stolen-from-binance-bridge/

“An exploit on a cross-chain bridge, BSC Token 
Hub, resulted in extra BNB. We have asked all 
validators to suspend BSC temporarily. The issue 
is contained now. Your funds are safe. We 
apologize for the inconvenience and will provide 
further updates accordingly”

“According to samczsun’s analysis, the attacker 
leveraged a bug in the BSC Token Hub to forge 
arbitrary, allowing them to mint (create) BNB 
coins out of thin air.”
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Exploiting Vulnerabilities in Blockchain Bridge: Nomad

Source: https://securereading.com/crypto-hack-570-million-stolen-from-binance-bridge/
https://www.halborn.com/blog/post/explained-the-nomad-hack-august-2022

“In an upgrade to the protocol, Nomad decided 
to initialize the value of trusted roots to 0x00.  
While this is common practice, it also matches 
the value for an untrusted root, so all messages 
are automatically viewed as proven.”

“…However, the transactions to the bridge only 
called the process() within Replica.sol without 
proving validity.”

“This exploit demonstrates the importance of 
performing a comprehensive security audit on 
smart contract code before deployment.”
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3 Security Advice



• Wallet Apps
• Back up your wallet and set a password for protection
• Never disclose the recovery phrase to others
• Enable multi-factor authentication
• Enable asset transfer whitelist
• Verify carefully the content before signing or authorising all 

transections
• Keep software up-to-date
• Use of Cold Wallet for maximum security

• Platform Managed Wallet Account
• Enable Multi-factor Authentication
• Enable asset transfer whitelist
• Beware of phishing attack

28

Security Advice on Crypto Wallet 

https://www.hkcert.org/blog/nft-boom-how-to-protect-your-nft-assets
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Security Advice on AI Assisted Social Engineering Attacks

• Adopt a Zero-Trust Concept – Verify Everything

• Verify the sender’s identity and the information by another channel 
(e.g. Official website announcement, customer service hotline)

• Do not open unknown files, web pages and emails

• Use the “Scameter” of Cyberdefender.hk to identify frauds and online 
pitfalls through email, URL or IP address, etc.

• Think twice before providing personal or sensitive information

• Be cautions of social engineering tactics (e.g. appeal to urgency, 
threatening, authority, etc.)

https://cyberdefender.hk/en-us/scameter/
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Security Advice on Smart Contracts 

• Review before signing a smart contract

• Use the official smart contracts on the trading platform or 
marketplace for transactions

• After the transaction, verify the correctness of the 
crypto asset immediately

• Refer to the industry best practice guidelines to avoid 
common attack methods, such as reentrancy, denial of 
service attacks

• Conduct security assessment or auditing against smart 
contracts to examine the code for security issues. 

https://www.hkcert.org/blog/please-sign-them-smart-contracts
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